www.nexusclinical.com

NE A US

Clinical

Academic Security &
Governance Whitepaper

Maintaining Institutional in Distributed
Clinical Environments

Identity & Access Sovereignty 01

Institutional risk is highest at the point of user access. Nexus
utilizes Zero-Trust Principles for medical education.

University SSO Integration:

Seamless integration with Entra ID (formerly Azure AD),
Okta, or Shibboleth. Access is tied to the University's
central directory.

Automated De-provisioning:

The moment a student’s status changes to “Inactive” or
“Graduated" in the University Registrar, their HER access
is terminated instantly.

Granular RBAC:

Permissions are mapped to the academic hierarchy. An
Intern has “write” access to their assigned patients; a
Faculty Supervisor has “read/sign” access across the Sales: 561-403-1209
entire cohort. sales@nexusclinical.com
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Clinical Sovereignty (The 02
Geofence Protocol)

Unlike private practice EHRs, Nexus recognizes that student
clinicians are a unique liability.

Hard-Fenced IP Restrictions:

We lock the clinical database to the University’'s physical
IP range.

Remote Work Mitigation:

Even with valid credentials, the system blocks access if
the student is on a public or home network. This forces
all clinical documentation to occur within the supervised
campus environment.

VPN-Less Security:

Our cloud architecture provides bank-grade encryption
(AES-256) without the need for slow, expensive VPN
tunnels.

Institutional Audit & Crant
. 03
Compliance

Immutable Activity Logs:

Every click, edit, and view is logged with a timestamp
and user ID. This is critical for defending against
malpractice claims or responding to HIPAA audits.

Accreditation Data Export:

Easily export clinical hour logs and competency data
required for institutional accreditation bodies (e.g., CCNE,
ACGME).
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Data Isolation: Sales: 561-403-1209

Multi-tenant architecture ensures your institution’s data
is logically isolated from all other Nexus clients.
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